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FORMATION AND REALIZATION OF PARTICIPATIVE CULTURE
IN THE CONDITIONS OF THE DIGITAL SOCIETY DEVELOPMENT:
COMMUNICATIVE GOVERNANCE AND CYBERHYGIENE

The purpose of the work is the implementation of the scientific and theoretical substantiation of the mechanisms of formation and
implementation of participatory culture in the conditions of the digital society development. Research Methodology. The research uses general
scientific and special methods, in particular: the inductive and deductive method, the method of analysis and synthesis, the dialectical method,
the method of system and structural-functional analysis, the nomothetic and ideographic method. Scientific novelty lies in substantiation of the
significance of communicative governance as a determining environment for influencing the formation of a participatory culture, and cyber
hygiene as the basic element of its implementation in the conditions of the digital society development. Conclusions. The global tendencies of
formation of modern communicative management in the conditions of network (digital) society development are analyzed. It is determined that
the technological significance of digital technologies is rapidly changing to social, which contributes to the formation of a new participatory
culture. It has been established that cyber hygiene has no signs of statehood or privacy, and therefore the digital awareness and literacy of
citizens is the basis of counteracting manipulative influence of cybercriminals. It is proved that information psychological weapons are a
destructive means of influencing mass consciousness / unconsciousness, therefore, the visual task for the proper functioning of digital society is
to master each individual with effective means of protection against manipulation - the norms and rules of cyber hygiene.
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KapneHnko OnexkcaHOp BanewmuHoeuY, OOKmop Hayk 3 OepxasHOo20 yrnpaeriHHs, 3aeidysady kaghedpu iHghopmauiliHoi
rnonimuku ma yugposux mexHorsoeil HayioHansHoi akademii OepxasHo20 ynpaeniHHs npu lNpe3udeHmosi YkpaiHu

dopmMyBaHHs Ta peani3auisi napTMCUNAaTUBHOI KYyNbTypyu B YMOBaxX pPo3BUTKY LM(POBOro CycninbCcTBa: KOMyHikaTuBHe
ynpaBniHHA Ta KibepririeHa

MeToro po60TH € 30iICHEHHS] HAYKOBO-TEOPETUYHOIO 06rPYHTYBaHHA MexaHi3MiB (hopMyBaHHs Ta peanisadii napTucunaTuBHOI
KynbTypy B YMOBax pO3BUTKY LMdpoBoro cycninbctsa. Metogonoria pocnimkeHHA. Y JOCNIMKEHHI BUKOPUCTAHO 3ararnibHOHayKoBi 1
creujanbHi MeToau, 30Kpema: iHOYKTMBHWA Ta OEOYKTMBHWMA METO4, METOA aHarmidy Ta CWHTesy, AianekTUYHUiA MeTod, MeToa
CUCTEMHOrO Ta CTPYKTYPHO-(PYHKLIOHANbHOrO aHanidy, HOMOTETUYHMI Ta igeorpadiyHun meTtod. HaykoBa HOBM3HA nonsirae B
06rpyHTyBaHHI CYTHOCTI KOMYHIKaTMBHOrO YNpaBMiHHS sk BM3Ha4yanbHOro CepefoBuLla BNNMBY Ha POpMyBaHHS MapTMCUNaTUBHOI
KynbTypw, a kibeprireHu sik 6a3oBoro enemeHTy ii peanisauii B yMoBax po3BUTKY LMdpPoBOro cycninsctea. BucHoBkwu. MNpoaHanizoBaHo
rnobanbHi TeHaeHUii OpMyBaHHS Cy4acHOro KOMyHIKaTUBHOIO ynpaBMiHHSi B YMOBax PO3BUTKY MEPEXEBOro (LMEPOBOro) cycninbcTaa.
BusHayeHo, WO TexHomnoriyHe 3HavyeHHs LMAPOBUX TEXHONMOrM CTPIMKO 3MIHIOETLCSA Ha coujianbHe, WO cnpusie opMyBaHHIO HOBOI
napTucunaTuBHOI KynbTypu. BcTaHoBneHo, o kibepririeHa He Mae O3HaK [epXaBHOCTI YW MPMBATHOCTI, @ TOMY OCHOBOK MpoTUAil
MaHinynsiTMBHOMY BMNMBY Kibep3nounHuiB € uudpoBa o06i3HaHICTb Ta rpamoTHICTb rpomagsH. [JoBefeHo, LWo iHdopMauiiHo-
rcuxosoriyHa 36post € pyMHIBHAM 3acobOM BMMBY Ha MacoBy CBiAOMICTB/HECBIAOMICTb, TOMY HAOYHUM 3aBAaHHAM LLOAO HaneXHoro
PYHKLIIOHYBaHHS LiMdpOBOro CyCrinbCTBa € OBOMOAIHHA KOXHUM iHAVBIAOM eheKTUBHMM 3acobamu 3axXuUCTy Bif, MaHIinymtoBaHHS — HOpMamu
Ta npaBunamm KibeprireHu.

KniovoBi cnoBa: naptucunatuBHa KynbTypu, MepexeBe CyCninbCTBO, KOMYyHiKaTUBHE YMpaBMiHHSA, couianbHi Megia,
iHpopmauiviHa 6e3neka, umdpoBe cycninbCTBO, UMdpoBa naptucunauis, umdposa ririeHa, uMdposi TexHomorii, undposi cepsicy,
kibepbeaneka, kibepririeHa, kKibepOyrniHr.

KapneHko AnekcaHOp BaneHmuHoeu4, O0OKmop Hayk eocyOapCmeeHHO020 yrnpasseHus, 3asedyrouwull kaghedpol
UHGbopMaUUOHHOU MonumuKU U yughposbix mexHonoeull HayuoHanbHol akademuu 2ocydapcmeeHHo20 yrpasneHusi npu lMpe3udeHme
YKpauHbl

dopmMupoBaHMe U peanusaumsi NapTUCUNATUBHOM KynbTypbl B YCNOBUSX pasBuUTUA UUcpoBoro obluecTBa:
KOMMYHUKaTUBHOe ynpagBrneHue U kubeprurueHa

Lenbto paboTbl sBNSIETCA OCYLLECTBIIEHWE Hay4YHO-TEOPETUYECKOrO OBOCHOBAHUS MEXaHW3MOB (DOPMUPOBaHWS U peanusauum
napTMcuMnaTVBHBIN  KynbTypbl B YCHOBUSIX pa3BuTus Uudpposoro obliectsa. MeTtomonorus wuccnegoBanus. [lpyu  wccnenosaHum
MCMomb30BaHbl OOLLEHAYYHbIE U CreumanbHbie MeTodbl, B YaCTHOCTU: MHOYKTVBHBLIA U AedYKTVMBHbI METOd, METof aHanu3a U CUHTE3a,
[OVaneKkTU4eckuini MeTof, METOL CUCTEMHOMO U CTPYKTYPHO-(PYHKUMOHANbLHOTO aHanv3a, HOMOTETUYECKWA U uaeorpadpuyeckuin Metop,.
Hay4yHass HoBM3Ha 3aknovaeTcsl B OOOCHOBaHWM 3HAYEHHSI KOMMYHWKATUBHOTO YNpaBreHWsl Kak Onpefensiiollei cpedbl BUsSHUSI Ha
hopMMpOBaHME MapTUCUNATUBHOWM KyMnbTypbl, @ KMGeprureHbl kak 6a3oBOro anemeHTa ee peanusauuu B YCMOBUSIX pas3BuTUS LMdppoBOro
obuectea. BbiBoabl. [MpoaHanuanpoBaHbl rnobanbHble TeHOAeHUMM (OPMUPOBaHUS COBPEMEHHOMO KOMMYHUKaTUBHOIO YNpaBrieHvst B
YCINOBUSAX pa3BuTUS ceTeBoro (LmdpoBoro) obluectsa. OnpegeneHo, YTo TEXHOMOTMYECKOe 3HaYeHNe LMAPOBBIX TEXHOMOMNIA CTPEMUTENBHO
MEHSIETCS Ha coumaribHoe, YTo CrocobecTBYET (HOPMUPOBAHMIO HOBOW MapPTUCMMATMBHBLIA KynbTypbl. YCTaHOBMEHO, YTO KMbeprurueHa He
MMEET MPU3HAKOB TFOCYAAPCTBEHHOCTU WMW MPUBATHOCTM, a MO3TOMY OCHOBOW MPOTUBOAEVCTBUSI MaHWUMynsiTUBHOMY BO3OEUCTBUIO
KMOEPNPECTYNHMKOB SABMSETCA LMEPOBas OCBEAOMITEHHOCTb M PAMOTHOCTb rpaxaaH. [okasaHo, YTo MHGOPMALMOHHO-MCUXONOrMYeckoe
OpyXUe SIBMNSIETCS paspyLUUTENIbHO CPEeACTBOM BO3AEWCTBUS Ha MaCCOBOE CO3HaHWe/Gecco3HaTernbHoe, MO3TOMY OCHOBHOM 3apadent
obecneyeHnst Hagnexallero yHKUMOHMPOBaHUsST LMpoBOro O6LLECTBA SBISIETCS OCBOEHWE KaXObIM MHAMBUOOM 3(P(EKTUBHBIX CPEACTB
3aLLMTBI OT MaHUMYNIMPOBaHNS — HOPM W MPaBWI KNOEPrUreHb!.

KnioyeBble croBa: napTvcunatuBHas KynbTypa, ceTeBoe OOLIecTBO, KOMMYHUKaTMBHOE yMpaBreHus, counanbHble Meama,
MHOpMaLmoHHast Ge3onacHoCTb, LMEPOBOe 06LLECTBO, UuMdppoBasi naptTucunauusi, UMcpoBasi rrueHa, LUgpoBble TEXHOMOruu,
LMndpoBble cepBuUChI, kKnbepbesonacHoCTb, KubeprurueHa, KnbepoynnmHr.
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Relevance of the research topic. The problem of the formation of a modern participatory culture in Ukraine
has the particular relevance in the process of developing the digital economy and society. The phenomenon of the
emergence of digital participation is associated with the actualization of citizens' participation in their initiative in
the formation and implementation of public policy, development of public administration and local government,
which involves the interactive interaction of decision-making subjects with the use of digital technologies in
cyberspace in accordance with the established rules and norms of digital hygiene

Scientific coverage of the problem. Scientific discourse is about the formation of rules and procedures for
the application of communicative governance mechanisms in a networked society, the emergence and
functioning of which in their writings were thoroughly investigated by G. Simmel, J. V. Dijk, M. Castells [1] Ta
J. Martin. The problem of forming a participatory culture is poorly investigated in Ukraine, unlike the EU and the
US. In this context, we should mention the works of such scholars as K. Clinton, C.Chau. C. Fuchs [2], H. Jenkins
[3], R. Puroshotma, A. Robison, M. Weigel, P.Willis. Interaction in cyberspace, cybersecurity and behavioral
component of each of the subjects of the digital society is based on observance of certain norms and rules of
network behavior (cyber hygiene), the basis of which are digital competences (knowledge and skills), proper
education, as well as social, cultural and national values.

Problem statement. The unresolved part of the general problem is the lack of scientific and theoretical
substantiation of mechanisms for the formation and implementation of participatory culture in the conditions of the
digital society development.

Methodology of the study. The research uses general scientific and special methods, in particular: the
inductive and deductive method, the method of analysis and synthesis, the dialectical method, the method of
system and structural-functional analysis, the nomothetic and ideographic method.

Theoretical basis and results. The research considers the global trends in the formation of modern
communicative administration in the development of network (digital) society. These trends have different degrees
of influence and expression in the process of interaction between government and the public, the participation of
citizens in the adoption of managerial decisions. They integrate effective methods of one sphere into another. The
influence of visual civilization prevails over the verbal. A modern person prefers to consume informational content
through digital gadgets. The technological significance of digital technology is rapidly changing to a social one,
which contributes to the formation of a new participatory culture.

M. Zuckerberg in an open letter to investors stated: “technologies that have revolutionized how people spread
and consume information ... Facebook aspires to build the services that give people the power to share and help
them once again transform many of our core institutions and industries” [4]. Printing and television have increased
the effectiveness of mass communications due to the ability to "hear" the providers (the subjects of administration).
Subsequently, network technologies and digital communication tools have achieved other revolutionary changes - all
the surfers, who have access to the Internet, including social networks, can "be heard". Ordinary users began to
distribute what they considered necessary. Even now, Artificial-Intelligence (Al) produces narratives [5], while the
popular YouTube video hosting, which features social networking features, is an ideal place for anyone on the
Internet to download, store, view, distribute, evaluate, and comment on video information. The youtube.com site,
which makes people become media creators, is the second most popular in the world after google.com, especially
among young people. Today, YouTube is a modern media platform that produces a new, participative culture, in
which young people can develop, interact and learn. All this deprives the state of a monopoly of influence on people,
which leads to a weakening of the power of the authorities to manage social processes.

Communicative administration, thanks to the use of the Internet, video blogs and social networks, is carried
out in an environment of accelerated information exchange. It should be noted that consumers do not have time to
adequately perceive and absorb large volumes of information. This contributes to the emergence of the majority of
"fake", through which there is a manipulation of public opinion. Modern technological development leads to certain
negative consequences. For example, the speed of the transfer of information also has undesirable
consequences, as nhegative content (misinformation, myths, fabrications, distorted stereotypes, fake) spreads
instantly among millions of consumers. It affects the mass consciousness and subconsciousness. Memes, fake
images, distorted visualization of facts and events distort the perceived by people.

The global communicative space has expanded significantly due to the Internet and social media, which
has led to a total increase in the number of sources of information. In early 2018, the number of active Facebook
accounts amounted to 2.13 billion, and in 2019 it increased to 2.7 billion, which is twice as much as in early 2012.
Ordinary social networking users independently produce any counter-content, destroying stereotypes that have
traditionally created mass media for a long time. For social network users, this content is the main source of news.
Each account becomes the access point of the segmenter to the user and - a means of personalized influence on
each active user of the network (voter, gamer, buyer, consumer), which is typical of the digital society.

The massive fakes production is due to the lack of actual policy owners of social networks, through which
the power of the vast majority of countries of the world can censor the content of social media (social groups). The
application of the methodology of interference with the digital technologies usage and information space of the
Internet is carried out through offensive information operations, for example, in order to interfere with the electoral
process of other countries. Digital election intervention services are an effective tool for manipulating the mass
consciousness / unconscious that is used by political technologists through the formation of the necessary
stereotypes of the Facebook, Google+, LinkedIn, Twitter, Classmates, VKontakte, and YouTube user segments.
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Increasing awareness of cybersecurity, dissemination of general rules of cyber defense and the conditions
of everyday digital hygiene, explanatory and educational campaigns today are relevant both for the authorities
and for the whole Ukrainian society. No state, commercial or public organizations are able to solve the problem of
the effective implementation of information security autonomously, and therefore, each user must take part in
ensuring the protection of their part of information and cyber space, starting with their own mobile devices and
networks, which he uses. Private employees of any organization should become the "first line" of protection
against cyber attacks.

Modern cybercriminals use not only encryption, but mostly legal and open Internet services in order to hide
their actions and quietly overcome traditional cyber defense systems. It is proved that 80% of the cyberattack is
done to steal user credentials that are used with one-factor authentication (login password). In addition, cyber
attacks with the use of social engineering occur when a psychologist manipulates authentication data during
personal communication with the user. Criminals use the fact that the vast majority of citizens do not have a
sufficient level of digital culture, are unprepared and ignorant of the consequences of modern cyber threats.
Society should realize that the Internet, digital media and services are resources of joint responsibility, and
information security is a mechanism for ensuring the effective functioning of citizens.

It should be noted that the lack of a proper level of participatory culture in society contributes to the
emergence of such a negative phenomenon as Internet addiction, which is rapidly spreading in the world based
on behavioral ontological dependence of adults and children. Unfortunately, it is the children who are the most
vulnerable social group of society, and therefore, the impact on their consciousness and unconsciousness in
many countries is a real danger to their lives activity. In the countries of the former USSR, the level of children's
Internet addiction reached 10%, and the victims of cyberbullying were children, who fell into the communities of
"Blue Kits" and "Red Owis". Minor and infamous "Momao" virus, which in the form of games is distributed in the
WhatsApp and Telegranm messengers, was attacked.

The scientific novelty. It is substantiated that communicative administration is the determining medium of
influence on the formation of a participatory culture, and cyber hygiene is the basic element of its realization in the
conditions of the digital society development.

Conclusion. As a result of the study of the peculiarities of the formation and implementation of participatory
culture in the conditions of the digital culture development, the following conclusions are proposed:

1. The global tendencies of formation of modern communicative administration in the conditions of network
(digital) society development are analyzed. It is determined that the influence of visual civilization prevails over
verbal, and the technological significance of digital technologies is rapidly changing to social, which contributes to
the formation of a new participatory culture.

2. It has been proved that the ruling elite of any country, that is before the authorities, will always be
tempted to manage the people’ instincts by manipulating their consciousness. Information and psychological
weapons are the most destructive means of influencing mass consciousness / unconsciousness, therefore, the
visual task for the proper digital society functioning is to master each individual with effective means of protection
against manipulation - the norms and rules of cyber hygiene.

3. It has been established that cyber hygiene has no signs of statehood or privacy, and therefore the
digital awareness and literacy of citizens is the basis of counteracting manipulative influence of cybercriminals.
Cyber hygiene is part of digital education, which should start from childhood: in school, lyceum, pre-school and
extra-curricular institutions, etc. It is necessary to provide training for young people and children on the basis of
information security, participatory culture and cyber hygiene, provide enough information on the use of
passwords, the setting of digital services for mobile gadgets and computers, the use of preventive measures
when using both home Internet and public networks (WI-FI).

Jlimepamypa

1. Castells M. (2010) The Information Age: Economy, Society and Culture Volume 1: The Rise of the Network Society. 2nd ed. Oxford:
Wiley Blackwell. 625 p.

2. Fuchs C. (2014) "Social Media as Participatory Culture”, Social Media: A Critical Introduction, SAGE Publications Ltd, pp. 52-68.

3. Jenkins, Henry, Puroshotma, Ravi, Clinton, Katherine, Weigel, Margaret, & Robison, Alice J. (2005) Confronting the Challenges of
Participatory ~ Culture:  Media  Educaton for the 21st Century, available at  http://mww.newmedialiteracies.org/wp-
content/uploads/pdfs/INMLWhitePaper.pdf.

4. Zuckerberg M. (2012) Zuckerberg's letter to investors / Mark Zuckerberg // URL: www.reuters.com/article/us-facebook-
letter/zuckerbergs-letter-to-investors-idUSTRE8102MT20120201

References

1. Castells M. (2010) The Information Age: Economy, Society and Culture Volume 1: The Rise of the Network Society. 2nd ed. Oxford:
Wiley Blackwell [in English].

2. Fuchs C. (2014) Social Media as Participatory Culture, Social Media: A Critical Introduction, SAGE Publications Ltd, 52—68 [in English].

3. Jenkins, Henry, Puroshotma, Ravi, Clinton, Katherine, Weigel, Margaret, & Robison, Alice J. (2005) Confronting the Challenges of
Participatory ~ Culture: Media  Education for the 21st Century, available at http:/Mmww.newmedialiteracies.org/wp-
content/uploads/pdfs/NMLWhitePaper.pdf. [in English].

4. Zuckerberg, M. (2012) Zuckerberg's letter to investors / Mark Zuckerberg. URL: www.reuters.com/article/us-facebook-
letter/zuckerbergs-letter-to-investors-idUSTRE8102MT20120201 [in English].

Cmamms Haditiwna 0o pedakuii 20.02.2019 p.

76



