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Abstract. Ukraine’s counteraction to Russia’s information aggression in the international arena after its
intervention in 2014 in Donetsk, Luhansk, and Crimea to discredit everything Ukrainian requires the search for
effective tools, considering the intensification of processes in cyberspace and the globalisation of communications.
The purpose of this study was to prove that one of the effective tools for Ukraine’s counteraction to Russian
information aggression of an anti-Ukrainian nature in international communications is cyberdiplomacy in its
public diplomatic format. The research methodology included a set of general scientific methods (logic, induction,
deduction, analysis, synthesis) and specialised methods, such as structural-functional, typological, narrative, and
generalisation methods. Since the 1980s, the revolution of information and communication technologies and the
cyberneticisation of the global information field have been shaping a new reality - cyberspace. As a communication
medium in public diplomatic practices, it substantially affects the communication of governments with the public
of foreign countries to influence foreign governments by promoting national ideas, values, institutions, culture, and
policies in the information field of the target audience, which affects the image of the state through its perception
by the foreign public. In this context, the aggressive policy of the Russian Federation, based on the achievements of
the information age, demonstrated how authoritarian countries manipulate people’s minds and form beliefs that
are favourable to them. Specifically, anti-Ukrainian information activities and the spread of false narratives around
the world create a negative image of Ukraine to undermine its international authority and slow down Western
assistance to it. Ukraine should actively counter these hostile narratives within the international cyberspace, with
cyberdiplomacy in its public diplomatic format being an effective tool, and public/people’s diplomacy involving
scientists, politicians, students, and the public as one of the instruments, as well as the creation of multichannel
media platforms that will host relevant information and educational content with open access to foreign recipients
in their languages. In terms of practical value, the findings of this study will serve to develop optimised models of
Ukrainian cyberdiplomacy

Keywords: Russian information warfare; diplomacy; public diplomacy; communications in cyberspace; public/
people’s diplomacy

Introduction

Since the beginning of the Russian Federation’s in-
tervention in Eastern Ukraine in 2014, the aggressor
country has launched an information war to influence
the minds of the public in other countries in addition
to Ukrainians towards results desired by the inter-
ventionist. Disinformation, information manipulation,
fakes, aggressive anti-Ukrainian propaganda narra-
tives aimed at discrediting everything Ukrainian - the
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government, the state, and the socio-cultural field in
general - were manifested. According to V. Ilnytskyj et
al. (2022), this was the ideological basis for Russia’s
full-scale military invasion of Ukraine and the substan-
tiation of the expediency from the Russian perspective
of changing the Ukrainian political authorities by force
according to the wilful decision of the Kremlin politi-
cal leadership. After 24 February 2022, when Russia
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launched an all-out war against Ukraine, this informa-
tion invasion intensified enormously.

The international diplomatic perspective of
Ukraine’s counteraction to Russian information aggres-
sion in 2014-2024 is reflected in a fragmentary man-
ner by researchers, although attention to this topic in
terms of public diplomacy, specifically in terms of the
use of cyberdiplomacy in countering hostile informa-
tion influences, is growing. 0. Romtsiv & A. Kharchen-
ko (2023) analysed information confrontation in the
context of interstate communication and formulated
the task of strengthening international cooperation in
the field of information security and open coverage of
facts and truthful information about Ukraine. Other
Ukrainian researchers have also emphasised the need
to transform the image of Ukraine in the international
arena, which was shaped by Russian propaganda after
1991. 0. Sviderska (2022) pointed out that this threat-
ens to lose the reputational capital of the Ukrainian
state. V. Yemets (2023) believed that an effective prac-
tice of countering Russian information invasion should
be an intensive dialogue with foreign audiences using
the tools of public diplomacy:.

S. Kovalskyi (2023) investigated counteracting
Russian disinformation and propaganda in the Ukrain-
ian information space on the example of the electron-
ic resource “Centre for Countering Disinformation
at the NSDC (National Security and Defence Council
of Ukraine) of Ukraine” and highlighted the informa-
tional, analytical, and educational areas of its work.
Although no attention is paid to cyberdiplomacy di-
rectly, the analysed experience of refuting propaganda
theses, investigation of the mechanism of propaganda
influence and methods of information influence in gen-
eral shows a positive example of the development of
such activities, which can underlie the development of
cyberdiplomacy structures.

The authors 1. Sukhorolska & I. Klymchuk (2022)
pointed out that as Russia seeks to destroy trust in
Ukraine, diplomatic work with the public in Asia, Lat-
in America, and Africa is urgently needed. It is neces-
sary to disseminate information about the commitment
of Ukrainians to universal human values, their heroic
struggle against Russian imperialism, for national lib-
eration and their identity.

V. Tsivaty (2023) addressed the technological rev-
olution focused on global initiatives, cyberspace, and
artificial intelligence and institutionalised on digital
platforms of a new system of international security in
real and virtual formats. The researcher stressed that
these innovations influence the transformation of the
modern model of a diplomat and Ukraine’s diplomacy
in the dimensions of diplomatic etiquette and inter-
cultural communication, and contribute to a new for-
mat of modern diplomacy, its publicity and restraint.
According to this researcher, cyberspace is used to es-
tablish direct links with the public, which is involved in
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the development and implementation of information
confrontation policy, while cyberdiplomacy is used to
constantly improve and adapt diplomacy to the rapidly
changing cyber environment.

Researchers V. Pasichna (2023) and V. Dzer-
kal (2023) focused on certain aspects of the use of cy-
berdiplomacy tools in Ukraine’s international commu-
nications in the context of replacing the conventional
format of foreign policy and international relations
with a digital format. According to these researchers,
there are considerable prospects for the use of cyber-
diplomacy methods. V. Pasichna (2023) called it an art,
a science, and a set of means by which nations protect
their interests and promote political, economic, or cul-
tural relations in cyberspace. V. Dzerkal (2023) empha-
sised that modern cyberdiplomacy is an area of public
diplomacy, promoting interaction between countries in
terms of contacts between their publics, with the main
influence being in the sphere of mass consciousness
and political elites. This leads to a dialogue between the
official authorities and the public abroad and promotes
intercultural communication.

Detailed attention to Ukrainian cyberdiplomacy
was paid by V. Matviienko & G. Petushkova (2024),
who, for the first time in Ukrainian academic thought,
examined the state and prospects of Ukrainian cy-
berdiplomacy, considering the relevant experience of
friendly European countries, specifically Estonia. How-
ever, the use of cyberdiplomacy tools in the current
Russian-Ukrainian information confrontation was cov-
ered by the authors in passing, noting that the concept
of cyberdiplomacy is only at the initial stage of devel-
opment in the world in general and in Ukraine specifi-
cally. According to the researchers, the Ukrainian state,
like most other countries that practice cyberdiploma-
cy, needs to reconsider its approaches to it to intensify
its use in foreign policy.

Overall, researchers have hardly analysed the
state and prospects of Ukraine’s cyberdiplomacy in
countering Russian information aggression in the con-
text of public diplomacy as a component of interna-
tional communications.

The purpose of this study was to prove that one of
the effective tools for countering Russian information
aggression of an anti-Ukrainian nature in internation-
al communications is Ukraine’s cyberdiplomacy in its
public diplomatic format.

Scientific novelty. For the first time, Ukraine’s cy-
berdiplomacy in the format of public diplomacy is de-
scribed as an effective tool for countering Russian in-
formation aggression with an emphasis on the use of
public diplomacy methods.

The methodology of the study included a set of
general scientific methods (logic, induction, deduction,
analysis, synthesis) and a series of special methods:
structural and functional analysis, typology, narrative,
generalisation. The method of structural-functional
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analysis helped to consider cyberdiplomacy as an area
of public diplomacy, to determine the specifics and
prospects of using cyberdiplomacy tools in this context
to counter Russian information invasion. The method
of typology helped to identify the means of counteract-
ing hostile information activities and to define public/
people’s diplomacy as a promising area of cyberdiplo-
macy in its public diplomatic format. The narrative and
generalisation methods were used in the context of un-
derstanding the specifics of Ukraine’s cyberdiplomacy
tools in countering Russian information aggression in
the context of cyberspace globalisation and the evolu-
tion of public diplomacy in the context of the digitalisa-
tion of the international communication space.

Communications in cyberspace

and public diplomacy

According to the Oxford English Dictionary (2024), the
term “public diplomacy” was first used by the London
newspaper “The Times” in 1856 to refer to overt ac-
tivities and specific official efforts to influence foreign
public opinion to achieve diplomatic goals. The mod-
ern interpretation of this concept, which refers to a
type of diplomatic activity, was initiated 60 years ago
by American researchers J. Nye and E. Gullion, who de-
fined public diplomacy as an instrument of soft pow-
er in international communications. Public diplomacy
complements classical diplomacy with new methods,
engaging the societies of communicating countries in
diplomatic dialogue. This intensifies intercultural com-
munication, shapes the positive image of states, and
contributes to the preventive and peaceful resolution
of conflicts and wars (Verkhovtseva, 2023). In the ear-
ly 2020s, M.V. Trofymenko (2023) proposed to under-
stand public diplomacy as an integral category that,
while functioning in synergy with the government and
in coordination with other dimensions of foreign policy
and international processes, also contains signs of au-
tonomy and self-organisation.

In the last third of the 20" and early 21% centuries,
the nature of public diplomacy changed. The main rea-
son for this is primarily the growing influence of the
public and the strengthening of interpersonal contacts.
Therewith, an important characteristic of public diplo-
macy has become the way in which it communicates
between the government and the public of other coun-
tries to promote understanding of national goals and
policies, values, culture to influence foreign govern-
ments through their citizens (Kukalets, 2020).

However, qualitative shifts in public diplomacy are
also driven by the new realities of global social commu-
nications, which have been influenced by the scientific
and technological revolution and the emergence of in-
novative communication technologies that have formed
a fundamentally new space of human existence - cyber-
space. It is extraterritorial and virtually devoid of geo-
graphical restrictions. According to D. Dubov (2014), in

the global dimension, cyberspace was an information
space and at the same time a communication environ-
ment. It is created by a set of information processes
based on information, telecommunication, information
and telecommunication systems and their manage-
ment, which are united by common principles and rules.
L. Piddubna (2016) emphasised that cyberspace is one
of the leading factors of the socio-cultural environment
and at the same time a factor that affects all spheres of
publiclife - economic, social, political, spiritual and con-
tributes to the formation of the global information space
and the functioning of the “network society” (M. Cas-
tells). Human life in cyberspace takes place in parallel
in the environment of social reality and in its copy - the
virtual world generated by technical and technological
means. Because of this, a person simultaneously acts
as a consumer, receiver, recipient of social information,
and at the same time its autonomous subject, which
leads to fundamental changes in people’s minds and
generates qualitatively new types of communication.
As a result, there is a redistribution of values in the
choice of opportunities for self-realisation of different
social groups. Considering this, cyberspace is actively
interfering with the structures of power, promoting
the formation of e-governments and the virtualisation
of political life, which is subject to a “network” logic.

In July 2000, the signing by the presidents of the
eight leading industrialised countries of the world (G-
8) of the Charter of the Global Information Socie-
ty (Okinawa Charter) acknowledged the transition to a
new stage of society development due to the impact of
information and communication technologies on social
processes. At the same time, it is recognised that global
informatisation has become the basis for a fundamen-
tally unfamiliar environment of confrontation between
adversarial states - cyberspace. This new cyber dimen-
sion of international relations poses great challenges to
the policy of deterrence, as the quality of information
and its availability, along with the use of modern infor-
mation technologies, causes substantial changes in the
policies of states, which affects the nature and system
of public administration overall. States involved in glob-
al information processes should pay special attention
to cybersecurity issues. This problem is of paramount
importance because of its connection with the security
aspects of politics, economy, e-services, energy, trans-
port, and other key areas of society. Therewith, there
are no principles for the existence and use of cyber-
space. Specifically, the use of information technology
for military purposes is not regulated by international
law. This turns cyberspace into one of the most pow-
erful challenges to sustainable development and re-
quires close attention of governments and the world
community to threats to global development of a polit-
ical and socio-cultural nature. Therewith, the subjects
and objects of cyberspace are a person, society, and the
state (Lukianchikova, 2013).
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According to V. Matviienko & G. Petushko-
va (2024), the main problems in cyberspace related
to the human factor are largely geopolitical in nature.
The challenges of cyberspace are more related to the
success of negotiations and political discussions on its
governance. The main problem with cybersecurity is
not so much preventing attacks as it is the political will
of individuals and organisations to take responsibility
for regulating aspects of cybersecurity. Furthermore, it
is important to understand how these actors can limit
and hold states or international actors accountable for
malicious activities in the cyber domain. International
law cannot fully regulate cyberspace due to the rapid
development of technology, which requires constant
adjustments. Although the UN has proposed 11 norms
of responsible state behaviour, they are non-binding,
and many countries have their own policies that con-
tradict these norms. This creates controversy at both
the international and national levels.

Researchers A.V. Tarasiuk (2019) and LV. Alek-
seenko (2022) emphasised that, considering that glo-
balisation processes erase the boundaries of national
identity, the cyberneticisation of the information space
is a fundamentally new phenomenon where informa-
tion is formed, transformed, transmitted, used, and
stored, which affects individual and social conscious-
ness, information infrastructure, and information it-
self. According to the apt remarks of I. Pronoza (2020),
due to the ability to disseminate information in large
volumes across continents and international regions
almost instantly, modern media influence the world
political agenda and communication processes on a
global scale. This creates the preconditions for the cre-
ation, development, and dissemination of information
weapons. It should be added that it can target the iden-
tity of societies within individual countries, regions,
and even the global one.

A. Marushchak (2022) pointed out that the ap-
proaches of different countries to social media regula-
tion are at an early stage and change according to na-
tional interests. However, while democracies guarantee
citizens freedom of speech and access to information
in their constitutions, ensuring free and fair participa-
tion in political processes and public life in general, in
authoritarian countries, through media technologies
and the use of epistemic means of manipulating public
opinion, the opposite is happening - the achievements
of the information age with its digitalisation of com-
munication processes are used to manipulate people’s
consciousness to promote the necessary ideas and form
beliefs favourable to political authorities. First of all,
this applies to the Russian Federation.

By hybridising soft power and propaganda, Rus-
sian soft power has become an extension of Russian
propaganda and a means of implementing aggressive
expansionist policies. Therewith, the aggressor coun-
try turns the values of Western liberalism outwards,
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attacking it with its own means (Komar, 2022). Overall,
the Russian political authorities’ approach to informa-
tion confrontation is part of a global strategy involving
cyber strikes and information operations against dem-
ocratic actors in international relations. The goals of
this strategy are Russian dominance in the post-Soviet
space as an imperial sphere of influence, along with the
expansion of Russia’s political, economic, and military
hegemony around the world, to strengthen its status
as a great power and form a polycentric model of the
world. One of the tools on this path is to reduce the in-
fluence of Western democratic values, institutions, and
systems (Sunhurova, 2022).

0. Danilyan & O. Dzoban (2022) pointed out that
the tasks of information weapons used by Russia are
directly related to the mobilisation of supporters
and the expansion of target audiences in the inter-
national arena. Therewith, considerable efforts are
being made to create a virtual illusory “picture of the
world” as a parallel reality characterised by trans-
formed values, beliefs, and behaviour. These efforts
are aimed at influencing the mass consciousness not
only inside Russia, but also outside - at the popu-
lation of other countries, including Ukraine. Under
such conditions, the impact of digitalisation on dip-
lomatic activity, especially in its public diplomatic
format, together with conventional methods of for-
eign policy and the use of online technologies and so-
cial media, is turning public diplomacy into a tool for
modelling public opinion no less effective than social
media, mass media, and mass communication media
in general. However, according to 1. Holovko (2022),
most of the classical instruments of public diploma-
cy and soft power require long preparation and are
not easy to change in the short term. For example,
organising a diaspora abroad, exporting a dominant
cuisine/food culture to the world, influencing local
music to the global public, establishing internation-
al television channels and especially news agencies,
influencing social media through host countries, ex-
porting high-quality films and TV series, and creating
glocalised (globalised + localised) radio and televi-
sion channels in the target country require defined
plans, support projects, and considerable time re-
sources overall. Considering this, as the leadership of
the Ministry of Foreign Affairs of Ukraine points out,
new areas of international cooperation are opening,
involving cultural tools and information technologies
in the format of media, social networks. This will
facilitate communication and cooperation between
states (At Lviv University..., 2023).

Therefore, the task of Russia’s information weap-
ons is to mobilise supporters and expand the audience
in the international arena by replacing real beliefs. In
this context, digitalisation and public diplomacy are
becoming powerful tools for shaping public opinion
on a par with conventional media and social media.
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Cyberdiplomacy as a tool

for international communications

Considering the globalisation and digitalisation of the
information space and cyber threats to international
communications, cyberdiplomacy has become a re-
sponse to the information challenges of modern time. It
is based on the concept of soft power and is an effec-
tive tool for reducing uncertainty, eliminating risks and
preventing potential conflicts in cyberspace. According
to A. Barrinha & T. Renard (2017), cyberdiplomacy was
a relatively new concept, although the term has been
used before, but mainly to describe e-diplomacy activi-
ties. Overall, cyberdiplomacy is defined as diplomacy in
cyberspace, or as the use of diplomatic resources and
the performance of diplomatic functions to secure na-
tional interests in cyberspace. The principal issues on
the cyberdiplomacy agenda include cybersecurity, cy-
bercrime, confidence building, Internet freedom, and
Internet governance. This allows positioning cyberdi-
plomacy as an institution of international society, spe-
cifically when cyberdiplomacy interacts with actors of
the global society. The term is also used to describe the
evolution of public diplomacy in the digital age. The goal
of cyberdiplomacy is to gradually change behaviour and
attitudes towards the space of peaceful coexistence,
defined by clear rules and principles: from a system of
interactive units to a society of states. In this respect,

cyberdiplomacy is a fundamental basis of international
society for cyberspace.

In Ukraine, cyberdiplomacy means the use of diplo-
matic means and initiatives to protect state interests in
cyberspace. Diplomats may be tasked with establishing
cooperation and dialogue between state and non-state
actors at various levels, preventing cyber races, and de-
veloping global norms for cyberspace. The principal ele-
mentsofcyberdiplomacyarestrengtheningcybercapabil-
ities, building trust and respecting and improving norms
in the cyber domain (Matviienko & Petushkova, 2024).

The starting point of cyberdiplomacy is considered
to be the publication in 2011 of the US International
Strategy for Cyberspace, which became the world’s first
government document to focus entirely on the interna-
tional aspects of cyberspace and relies on three pillars to
achieve its goals: diplomacy, defence, and development.
The strategy served as a roadmap to enable U.S. govern-
ment departments and agencies to better define and
coordinate their roles in international cyberspace poli-
cy, and a call to the private sector, civil society, and end
users to strengthen efforts through partnership, aware-
ness, and action to achieve the future people all want.
The strategy set out the principal objectives (Fig. 1).
To implement the Strategy, the Office of the Coordina-
tor for Cyber Issues was created, which is fully dedi-
cated to cyber issues in the foreign policy dimension.

/4 coordination of the Department’s global diplomatic

activities on cybersecurity issues

liaising with the White House and federal ministries

and agencies on these issues

Objectives of the
cyberspace strategy

advising government officials on cybersecurity issues

liaising with public and private organisations

on cybersecurity issues

coordination of the work of the Department’s regional
and functional bureaus dealing with these areas

Figure 1. Objectives of the cyberspace strategy

Source: compiled by the author based on V. Pasichna (2023)

V. Dzerkal (2023), in the context of analysing the
tools of cyberdiplomacy in the implementation of the
state’s foreign policy, emphasised that, relying on in-
formation and communication technologies (ICT) to
achieve diplomatic goals, cyberdiplomacy uses new
media, social networks, blogs, and other analogous
media platforms in the global network, which are used
to promote their interests by state structures, primar-
ily foreign policy bodies, and relevant non-govern-
mental structures.

The web of cyberdiplomacy is expanding and
deepening at a rapid pace, gradually creating a cyber
international society. The global community is facing
increasing difficulties in attributing cyberattacks, and

there are concerns about the possible escalation of
conflicts between participants due to the unpredicta-
ble consequences of cybercrime. International efforts
are aimed at expanding cyberspace governance from
national and regional initiatives to a unified global ap-
proach (Barrinha & Renard, 2017). In different coun-
tries, the respective diplomatic services use Internet
platforms to communicate directly with the target
audience of another country, disseminate important
information among its citizens, conduct social sur-
veys. Therewith, it is important for cyberdiplomacy
to develop communication strategies by monitoring
and analysing information, as well as tracking reac-
tions to cyberdiplomatic activity. In this context, the
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effective use of social media and e-diplomacy tools
overall contributes to the effectiveness of international
communication, raising the authority of the state, im-
proving the image of political leaders, attracting sup-
porters, and exerting influence on opponents. How-
ever, no less important, according to H. Al-Muftah et
al. (2018), was the fact that social networks are becom-
ing potential bases for resolving international conflicts.

In 2013, the European Union (EU) External Cyber
Coordination Directorate noted in the context of EU cy-
berspace coordination that “there are very few coun-
tries where national cyber coordination is effective, and
the state can speak with one voice in all international
fora”. Less than a decade ago, diplomats were called
upon to regulate cyberspace, which until then had
stayed outside the sphere of diplomacy. The situation is
changing, and the number of cyber diplomats involved
in bilateral and multilateral contacts at all levels around
the world is growing. In 2015, the EU recognised the
critical importance of further developing and imple-
menting the EU’s comprehensive approach to cyberdi-
plomacy at the global level and stressed the conform-
ity of this area with the EU’s fundamental values, such
as democracy, human rights, the rule of law, including
the right to access information, privacy, freedom of ex-
pression, ensuring that the Internet is not used to in-
cite hatred and violence and stays, with strict respect
for fundamental freedoms, a forum for free expression
in full respect of the law. One of the goals of the EU’s
activities in this area is to enable citizens to access in-
formation that will allow them to fully enjoy the social,
cultural, and economic benefits of cyberspace, specifi-
cally by promoting the creation of more secure digital
infrastructures (Draft Council Conclusions..., 2015).

In the 2010s and early 2020s, the North Atlantic
Alliance significantly intensified its public diplomacy
communication activities. It uses online media, social
media platforms to engage in discussions of security
issues (Yakovenko & Piskorska, 2018). In this context,
substantial attention is paid to technologies, informa-
tion weapons, propaganda operations in the wars of
the 21 century, and the significance of strengthening
cyberdefence and resilience at all levels is acknowl-
edged. In 2016, NATO recognised cyberspace as an
operational domain, alongside land and sea, which
launched a drive to strengthen the Alliance’s cyber-
defences. In June 2021, a new comprehensive cyber-
defence policy followed, recognising that cyberspace
is always subject to competition. In this regard, NATO
has convened the first-ever North Atlantic Cyber Co-
ordinators Council. Therewith, cyberdiplomacy in the
NATO armed forces, especially in the United States, has
substantially changed the attitude of key players to-
wards the geopolitical and civilisational confrontation.
This was emphasised in May 2022 at the first Interna-
tional Conference on Cyberdiplomacy “Building glob-
al digitalisation: Building trust and security through

cyberdiplomacy”, organised by the National Institute for
Research and Development of Informatics in Bucharest
in partnership with the Romanian Ministry of Foreign
Affairs (Demianenko, 2018; NATO Deputy Secretary
General..., 2024). The event brought together ambas-
sadors, academics, and experts from the international
cyber and defence community to promote cutting-edge
research and innovation. In his opening speech, NATO
Deputy Secretary General Mircea Geoana pointed to the
growing daily dependence on digital assets and vulner-
ability to cyber attacks and incidents.

Ukraine’s cyberdiplomacy

in countering information aggression

Apart from the important potential of cyberdiploma-
cy considering the current conditions of development
of information and communication technologies in
the global dimension, the role that this diplomatic
tool can play in organising counteraction to informa-
tion aggression against a particular country is equally
important. This is critical in the context of Ukraine’s
confrontation with Russian information aggression,
which has targeted everything Ukrainian since 2014 -
the government, state, society, culture, and identity of
Ukrainians. In spreading the ideas of Slavic unity and
the “Russian world” around the world, the aggressor
country uses systems of organisational, propaganda,
psychological. and informational influence, relying on
the resources of the media space. The focus of Russian
aggressive influence has been on the political leader-
ship of Ukraine and the command of its Armed Forces
to create distrust in them. Furthermore, the ideas of
racism and inter-ethnic intolerance are being spread
in Ukraine. Russia is also trying to convince the inter-
national community of systematic violations of the
ceasefire by the Ukrainian authorities (Dzhus, 2022).
However, the key purpose of Russian information sabo-
tage is to undermine Ukraine’s international authority,
create a negative image of Ukraine and prevent large-
scale military, economic and financial assistance from
European countries, the United States and other allies,
as well as aggressively influence the consciousness and
subconscious of the addressees (target audience) - the
public of the world (Zelenko, 2024). Overall, Ukrainian
researchers have identified the main Russian narratives
about Ukraine, which include a series of theses (Fig. 2).
A.Savchuk (2015) pointed out that the Kremlin is trying
to tarnish the image of Ukraine in the West and general-
ly make the information field in which Ukraine appears
dirty. The study also emphasises that the Kremlin's
information war is a war against the whole of Europe,
not just Ukraine. To implement such information and
communication tasks, the Russian leadership uses con-
siderable financial resources to support pro-Kremlin
media. Specifically, in 2021 alone, the pro-government
Russian media were allocated about USD 1 billion (One
billion dollars for the war of meaning...,, 2023).
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RUSSIAN NARRATIVES OF HOSTILITY TOWARDS UKRAINE

[ 1 1
'Ukraine is an 'The USSR was a 'Crimea, Donbas, and
unfortunate powerful empire, South-Eastern
shadow of Russia’ Stalin was a hero’ UKkraine are Russia'

'Ukraine is an All Ukrainian 'Ukraine has
artifical project of nationalists were forgotten about the
the West' fascists' victory over Nazism'

'Ukraine was invented

by the Poles and
Austrians'

'The Ukrainian language

was created artificially’

'Ukraine took away

other people's lands'

Figure 2. Russian narratives of hostility towards Ukraine
Source: developed by the author based on N. Vashchenko (2020)

In terms of Ukraine’s information policy in the in-
ternational format, an urgent task is to develop mech-
anisms to counter disinformation by the aggressor
country, which should be based on the fundamental
constitutional principles of freedom of speech in the
context of the Universal Declaration of Human Rights,
the International Covenant on Civil and Political Rights,
and other fundamental international legal documents
(Marushchak, 2022). According to R.A. Mikhailovsky
& .M. Budur (2023), it is much easier to defend their
positions in the information confrontation for those
countries that have a harmoniously developed and pro-
tected information society. However, Ukrainian society
has not been prepared to adequately counteract infor-
mation aggression, and therefore, it is imperative that
Ukraine ensure its information security.

Considering such opinions of scientists, as well as
trends in the cybernetisation of the global information
space, it is logical for Ukraine to use cyberdiplomacy
tools in its public diplomatic format to counter Rus-
sian information aggression. To the conditions of po-
litical, legal, and organisational nature, it is worth first
of all add the provisions of Article 17 of the Constitu-
tion of Ukraine (1996) on the protection of the sov-
ereignty and territorial integrity of Ukraine, ensuring
its economic and information security, which are the
key functions of the state and the concern of the en-
tire Ukrainian people. As well as the existence of the
term “cyberspace” in Ukrainian legislation. It is un-
derstood as an environment (virtual space) that pro-
vides opportunities for communication and/or imple-
mentation of social relations, formed as a result of the
functioning of compatible (connected) communication
systems and electronic communications using the
Internet and/or other global data networks (Law of
Ukraine.., 2024). Furthermore, the necessary legal
framework is created by Decree of the President of
Ukraine No. 685/2021 (2021), Decree of the Presi-
dent of Ukraine No. 447/2021 (2021) and the Public
Diplomacy Strategy of the Ministry of Foreign Affairs
of Ukraine for 2021-2025 (2021), adopted in 2021. On
this basis, to respond to the challenges of the digital
age in a prompt and high-quality manner, in 2023 the
Ministry of Foreign Affairs of Ukraine began developing

the Strategy of Cyberdiplomacy of Ukraine. A cyber-
diplomacy unit has been set up within the Ministry,
with active development of the network infrastruc-
ture, training, and a system of measures to digitalise
the processes associated with the daily activities of the
diplomatic service (Deputy Minister.., 2024). By cy-
berdiplomacy, the leaders of this ministry understand
international cooperation in matters related to cyber-
space, including the safe and responsible use of new
digital tools and technologies, such as artificial intel-
ligence, robotics, quantum computing, state policy on
the development of the Internet.

An essential next step was the development of draft
amendments to the Law of Ukraine “On the Diplomat-
ic Service”, which would entrust this service with the
authority to promote and protect national interests in
cyberspace - cyberdiplomacy. The legislators propose
that cyberdiplomacy should be considered a set of ac-
tions and strategies aimed at promoting and protecting
national interests and implementing Ukraine’s foreign
policy goals in cyberspace in the field of international
relations, as well as the rights and interests of Ukrain-
ian citizens and legal entities abroad, considering cur-
rent needs (Ukraine is offered cyberdiplomacy...,, 2024).

Equally important in the context of the organi-
sational and legal framework for the development of
Ukraine’s cyberdiplomacy is the support provided by
its allies. Specifically, since 2017, within the frame-
work of the bilateral cyber dialogue between the Unit-
ed States and Ukraine, American allies have commit-
ted to provide a framework for further joint efforts to
counter disinformation and to make efforts to improve
Ukraine’s ability to counter Russian disinformation and
propaganda in cyberspace, using social media and the
media in general (Marushchak, 2022).

However, despite all this, in the early 2020s, there
was no intensive discussion of the use of cyberdiploma-
cy tools in countering Russian information aggression
in the academic field and media space of Ukraine. How-
ever, as pointed out by A. Barrinha & T. Renard (2017),
the victim of aggression, to neutralise the effects of
information warfare and repel the aggressor’s infor-
mation attacks, must rely on the same technologies
and methods of information warfare as the aggressor,

Library Science. Record Studies. Informology. Vol. 20, No. 3. 2024 27



Ukraine’s cyberdiplomacy in countering Russian information aggression

but to its own ends. First of all, this involves actions in
the media space and the use of social media resources.
However, even a superficial analysis of the prospects for
implementing such tasks can show that the resources
of Ukraine’s state structures will never be sufficient to
repel the information attacks of the aggressor country
in the information space in the segment of internation-
al communications. And the reason is not the lack of
human resources from among the employees of state
institutions. The principal reason why it is impossible
to use the traditional tools of public diplomacy insti-
tutionalised in Ukraine by the MFA to counter Russian
information aggression through cyberdiplomacy is the
scale of the tasks, as they involve the development of
Ukraine’s communication with the world community
in the context of individual countries, debunking fakes,
historical myths, and disinformation messages imposed
on the world community by Russia regarding Ukraine.

Considering this, it is advisable to address the re-
sources of public diplomacy as a type of public diplo-
macy and a tool of cyberdiplomacy. Whereas public
diplomacy is carried out by the state, under its lead-
ership or at state expense as part of its foreign policy,
citizen/civil diplomacy is implemented by various in-
dividuals, legal entities and civil society institutions in-
dependently of the state, in the interests of the state,
society, or humanity as a whole. The subjects of citizen/
civil diplomacy are usually the general public: scien-
tists, students, athletes, business representatives. The
goal of citizen/civil diplomacy is to facilitate ongoing
contacts between civil society institutions in different
countries, a better understanding of the culture and
traditions of peoples, mutually beneficial cooperation,
the development of international networks, and the
creation of an atmosphere of trust and equality. Unlike
official diplomacy, citizen/civil diplomacy is carried out
on a voluntary, public basis. Specifically, in the United
States, according to this concept, every citizen is en-
titled and even obliged to help the state in its foreign
policy activities, and at the same time lobbies for public
interests through citizen/civil diplomacy. Citizen/civil
diplomacy is implemented through informal contacts
of ordinary people, public or non-profit organisations
(Bortniak et al., 2022).

According to 1. Sukhorolska (2022), at the current
stage of evolution of citizen/civil diplomacy, it was of-
ten called “new public diplomacy”, and its main charac-
teristics are as follows: openness and democracy; hori-
zontal relations between participants based on trust
and reputation; focus on common interests and values;
existence in an environment of healthy competition be-
tween state and non-state actors; multilateral commu-
nication in a complex network of relations that allows
identifying and considering the position of each. It is an
interaction in a network of many distinctlevels of actors,
with civil society groups in different countries acting
as initiators, participants, and partners of their states

and at the same time target audiences for programmes
of foreign governments, organisations, corporations.

Thus, citizen/civil diplomacy can be considered
a full-fledged tool of cyberdiplomacy in the context of
Ukraine’s countering Russia’s information aggression.
Ukrainian researchers, politicians, journalists, stu-
dents, and the Ukrainian public in general will promote
Ukrainian interests in the world and thus influence the
positive image of the Ukrainian state by preparing and
publishing content on media platforms and social net-
works that debunks fake, disinformation, and propagan-
da narratives of an anti-Ukrainian nature. The language
barrier can be a problem in the communication dimen-
sion, as it is advisable to speak to the public of another
country in its language. One of the effective measures
in this regard may be the organisation of multichannel
media platforms (websites), where information mate-
rials of relevant content, educational content will be
posted by reputable scientists, politicians, intellectu-
als, and will be available to foreign recipients in their
languages. Overall, the field for creative activity of the
Ukrainian public in this regard is wide. It is also worth
emphasising that such activities will also strengthen
the identity of the participants in communication from
Ukraine, as a person’s perception of themselves as a
member of a community that defends its information
sovereignty and debunks false narratives about their
country is a powerful factor in individual and collective
self-identification.

Conclusions

The cyberspace, which emerged due to the digitali-
sation of the global information space, is the newest
space for interaction between peoples and countries.
Diplomatic communications within its framework,
apart from classic intergovernmental ones, are also
public diplomatic and can substantially affect the im-
age of the state through its perception by the public
of other countries. Using media resources, social net-
works, against the backdrop of the cyberneticisation
of the information and communication environment,
this creates fundamentally new conditions for confron-
tation between adversary states in the cyber domain
and poses enormous challenges to the policy of deter-
rence. In authoritarian countries, the achievements of
the information age were used by media technologies
to manipulate the minds of the masses to promote cer-
tain ideas and form beliefs in the interests of political
power. Among these countries were the Russian Feder-
ation, which pursues an aggressive expansionist policy.
One of its manifestations is anti-Ukrainian information
activities. The false Russian narratives spread around
the world, which create a negative image of Ukraine, its
government, and the socio-cultural environment over-
all, are aimed at undermining Ukraine’s international
authority, slowing down and stopping aid from West-
ern allies. Ukraine must actively counteract the hostile
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narratives of the aggressor country in international
cyberspace, with Ukrainian cyberdiplomacy in its pub-
lic and diplomatic format being an effective tool. Spe-
cifically, citizen/civil diplomacy. The necessary legal
and regulatory framework was in place and relevant
changes to Ukrainian legislation are underway. Based
on the insufficiency of using only journalism and hu-
man resources of state specialised structures to coun-
ter Russian hostile information influences on a large
scale, as well as on theoretical provisions on citizen/
civil diplomacy as a type of public diplomacy, in the

multichannel media platforms, websites with relevant
informational or educational content available to for-
eign recipients in their languages.

Prospects for further development of the research
topic are related to the study and borrowing by Ukraine
of international best practices in the field of cyberdiplo-
macy as a tool to repel information aggression against
the country and the study of Ukraine’s branding using
cyberdiplomacy in the context of countering Russian
information invasion.

context of cyberdiplomacy, the protection of Ukraine’s Acknowledgements
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civil diplomacy tools with the involvement of Ukrainian

scientists, politicians, students, and the general public. ~ Conflict of Interest
Among the effective measures is the organisation of None.

References
[1] Alekseenko, 1.V. (2022). Public diplomacy in globalization conditions: New challenges. Public Administration:

Improvement and Development, 12. doi: 10.32702/2307-2156.2022.12.2.
[2] Al-Muftah, H., Weerakkody, V., Rana, N.P, Sivarajah, U., & Irani, Z. (2018). Factors influencing e-diplomacy
implementation: Exploring causal relationships using interpretive structural modelling. Government

Information Quarterly, 35(3), 502-514. doi: 10.1016/].¢iq.2018.03.002.
[3] At Lviv University, we talked about digital diplomacy. (2023). Information and analytics agency “Gal-info”.

Retrieved from http://surlli/izuiog.
[4] Barrinha, A, & Renard, T. (2017). Cyber-diplomacy: The making of an international society in the digital age.

Global Affairs, 3(4-5), 353-364. doi: 10.1080/23340460.2017.1414924.

[5] Bortniak, V., Drozd, O., Zhuravlyov, D., Kopotun, 1., Koropatnik, I., Pietkov, V., Pietkov, S., Siedykh, Yu. &
Sharashenidze, A. (2022). People’s diplomacy during the war in Ukraine. History, current state, main directions
ofimplementation, real examples. Kyiv: Professional Publishing House.

[6] Constitution of Ukraine. (1996, June). Retrieved from https://www.president.gov.ua/documents/constitution.

[7] Danilyan, O., & Dzoban, 0. (2022). Information war in the media space of modern society. Bulletin of Yaroslav
Mudryi National Law University. Series: Philosophy, Philosophy of Law, Political Science, Sociology, 3(54), 11-29.
doi: 10.21564/2663-5704.54.265589.

[8] Decree of the of the President of Ukraine No. 685/2021 “On the Decision of the National Security and Defence
Council of Ukraine of 15 October 2021 “On the Information Security Strategy”. (2021, December). Retrieved
from https://zakon.rada.gov.ua/laws/show/685 /2021 #Text.

[9] Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security” and Defence
Council of Ukraine “On the Cybersecurity Strategy of Ukraine”. (2021, May). Retrieved from https://www.
president.gov.ua/documents/4472021-40013.

[10] Demianenko, M. (2018). Countering information aggression: World experience and domestic realities.
Scientific Works of the Vernadsky National Library of Ukraine, 50, 225-240. doi: 10.15407 /np.50.225.

[11] Deputy Minister: MFA is developing Ukraine’s cyber diplomacy strategy. (2024). Ukrinform. Retrieved from
http://surlli/xjhpnw.

[12] Draft Council Conclusions on Cyber Diplomacy 6122/15. (2015, February). Council of the European Union.
Retrieved from https://data.consilium.europa.eu/doc/document/ST-6122-2015-INIT /en/pdf.

[13] Dubov, D. (2014). Cvberspace as a new dimension of geopolitical rivalry. Kyiv: NISS.

[14] Dzerkal, V. (2023). Tools of cyber diplomacy in the implementation of the state’s foreign policy. In Proceedings
of the international scientific and practical conference. Actual problems of modern international relations (pp.

198-200). Dnipro: PrintDim.

[15] Dzhus, 0. (2022). Conceptual foundations of information war in the modern conditions of the armed
aggression of the Russian Federation against Ukraine. Politology Bulletin, 88, 189-201. doi: 10.17721/2415-
881x.2022.88.189-201.

[16] Holovko, I. (2022). New public diplomacy in the modern scientific discourse. Philosophy and Political Science
in the Context of Modern Culture, 14(2), 102-109. doi: 10.15421/352228.

[17] Ilnytskyj, V., Starka, V., & Haliv, M. (2022). Russian propaganda as an element of preparation for armed

Library Science. Record Studies. Informology. Vol. 20, No. 3. 2024 29


https://doi.org/10.32702/2307-2156.2022.12.2
https://doi.org/10.1016/j.giq.2018.03.002
https://galinfo.com.ua/news/u_lvivskomu_universyteti_rozmovlyaly_pro_tsyfrovu_dyplomatiyu_409777.html
https://doi.org/10.1080/23340460.2017.1414924
https://jurkniga.ua/contents/narodna-diplomatiya-pid-chas-viyni-v-ukraini-istoriya-suchasniy-stan-osnovni-napryami-vtilennya-realni-prikladi.pdf
https://jurkniga.ua/contents/narodna-diplomatiya-pid-chas-viyni-v-ukraini-istoriya-suchasniy-stan-osnovni-napryami-vtilennya-realni-prikladi.pdf
https://www.president.gov.ua/documents/constitution
https://doi.org/10.21564/2663-5704.54.265589
https://www.president.gov.ua/documents/4472021-40013
https://www.president.gov.ua/documents/4472021-40013
https://doi.org/10.15407/np.50.225
https://www.ukrinform.ua/rubric-polytics/3863944-mzs-rozroblae-strategiu-kiberdiplomatii-ukraini-zastupnik-ministra.html
https://data.consilium.europa.eu/doc/document/ST-6122-2015-INIT/en/pdf
https://niss.gov.ua/sites/default/files/2015-02/Dubov_mon-89e8e.pdf?__cf_chl_rt_tk=NMHDAls1HoTX3d96yec6EOelQ3GaLyujenBkrhcSsns-1726217745-0.0.1.1-5097
https://www.dnu.dp.ua/docs/ndc/2023/materiali%20konf/23.pdf
https://doi.org/10.17721/2415-881x.2022.88.189-201
https://doi.org/10.17721/2415-881x.2022.88.189-201
https://doi.org/10.15421/352228

Ukraine’s cyberdiplomacy in countering Russian information aggression

aggression against Ukraine. Ukrainian Historical Journal, 5, 43-55. doi: 10.15407 /uhj2022.05.043.

[18] Komar, O. (2022). Soft power and propaganda in the Russian-Ukrainian war: Epistemological analysis.
Ukrainian Almanac, 30, 82-88. doi: 10.17721/2520-2626/2022.30.11.

[19] Kovalskyi, S. (2023). Countering Russian disinformation and propaganda in the Ukrainian information space
(on the example of the electronic resource of the Center for Countering Disinformation at the NSDC of Ukraine).
Dialogue: Media Studios, 29, 96-108. doi: 10.18524/2308-3255.2023.29.300638.

[20] Kukalets, O. (2020). Public diplomacy in the theory of international relations. Scientific Notes of Students and
Postgraduates. Series “International Relations”, 5, 141-147.

[21] Law of Ukraine No. 2163-VII “On the Basic Principles of Ensuring Cybersecurity of Ukraine”. (2024, June).

Retrieved from https://zakon.rada.govua/laws/show/2163-19#Text.

[22] Lukianchikova, V.Y. (2013). Cyberspace: Threats to international relations and global security. Gilea: Scientific
Bulletin, 72, 793-796.

[23] Marushchak, A.L. (2022). Prerequisites for the formation oflegal mechanisms for countering disinformation in
social media in the context of national security: Problem statement. Information And Law, 1, 82-88.

[24] Matviienko, V., & Petushkova, G. (2024). Cyber diplomacy in the European Union: The Estonian model of cyber
diplomacy and Ukraine’s experience. Diplomatic Ukraine, 24, 696-708. doi: 10.37837/2707-7683-2023-37.

[25] Mikhailovsky, R.A., & Budur, .M. (2023). The geopolitical dimension of information confrontation. In Materals
of scientific seminar of the Kharkiv National University of the Air Force named after Ivan Kozhedub “Information
confrontation in the conditions of the Russian-Ukrainian war” (pp. 127-132). Kharkiv: KhNUAF named after I.
Kozhedub.

[26] NATO Deputy Secretary General 2019-2024. (2024). North Atlantic Treaty Organization. Retrieved from
https://www.nato.int/cps/en/natohq/who_is_ who_167942.htm.

[27] One billion dollars for the war of meaning. The enemy aims at our identity. (2023). Hromada.Group. Retrieved
from http://surlli/yanyfe.

[28] Oxford English Dictionary. (2024). Public diplomacy. Oxford: Oxford University Press. Retrieved from https://
www.oed.com/dictionary/public-diplomacy_n?tab=factsheet#27764860100.

[29] Pasichna, V. (2023). Cyberdiplomacy and its impact on the information society. In Proceedings of the
international scientific conference “Digital diplomacy of Ukraine: Synergy of real and virtual” (pp. 79-81). Lviv:
Ivan Franko National University of Lviv.

[30] Piddubna, L. (2016). Cyberspace as a socio-cultural factor of the network society. Gilea: Scientific Bulletin, 105,
204-207.

[31] Pronoza, 1. (2020). Mass media and communication in the information war as a modern political practice.
Politikus, 3, 65-70.

[32] Public Diplomacy Strategy of the Ministry of Foreign Affairs of Ukraine for 2021-2025. (2021). Ministry of
Foreign Affairs of Ukraine. Retrieved from http://surlli/cxwuug.

[33] Romtsiv, 0., & Kharchenko, A. (2023). Methods of Russian information propaganda and their impact on the
image of Ukraine in the world. Analytical and Comparative Jurisprudence, 5, 190-193, doi: 10.24144/2788-
6018.2023.05.32

[34] Savchuk, A. (2015). Peter Pomerantsev: The goal of Russian propaganda is that no one should trust anyone.

Ukrainian Truth. Retrieved from http://www.pravda.com.ua/articles/2015/03/31/7063251/.

[35] Sukhorolska, I. (2022). Public diplomacy in contemporary international relations: New trends and features.
Regional Studios, 30, 103-107. doi: 10.32782/2663-6170/2022.30.17.

[36] Sukhorolska, I., & Klymchuk, I. (2022). Public diplomacy under the conditions of Russia’s aggressive war
against Ukraine. Bulletin of Lviv University. Serie “Philosophical and Political Studies”, 43, 322-331 https://doi.
org/10.30970/PPS.2022.43.39).

[37] Sunhurova, S. (2022). International experience of struggling with the political violence by means of information
warfare. Politology Bulletin, 88, 202-218. doi: 10.17721/2415-881X.2022.88.202-218.

[38] Sviderska, O. (2022). Digital propaganda and information security risks in the context of the Russian-Ukrainian
war. Politikus, 2, 60-65. doi: 10.24195/2414- 9616.2022-2.10.

[39] Tarasiuk, A. (2019). Correlation of information and cyber security. Information and Law, 4, 73-82.
doi: 10.37750/2616-6798.2019.4(31).194721.

[40] Trofymenko, M.V. (2023). Transformation of public diplomacy in the context of globalisation and digitalisation:
Methodological principles and practical aspects (Ukrainian case). Bulletin of Mariupol State University. Series:
History. Political Studies, 35-36, 141-154. doi: 10.34079/2226-2830-2023-13-35-36-141-154.

[41] Tsivaty, V. (2023). Digital diplomacy of Ukraine: Innovative, security and international political discourses
(synergy of real and virtual). In Proceedings of the international scientific conference “Digital diplomacy of

30 Library Science. Record Studies. Informology. Vol. 20, No. 3. 2024


https://doi.org/10.15407/uhj2022.05.043
https://doi.org/10.17721/2520-2626/2022.30.11
http://dx.doi.org/10.18524/2308-3255.2023.29.300638
https://eprints.oa.edu.ua/id/eprint/8273/1/17.pdf
https://zakon.rada.gov.ua/laws/show/2163-19%23Text
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?I21DBN=LINK&P21DBN=UJRN&Z21ID=&S21REF=10&S21CNR=20&S21STN=1&S21FMT=ASP_meta&C21COM=S&2_S21P03=FILA=&2_S21STR=gileya_2013_72_153
https://ippi.org.ua/sites/default/files/10_23.pdf
https://ippi.org.ua/sites/default/files/10_23.pdf
https://doi.org/10.37837/2707-7683-2023-37
https://hups.mil.gov.ua/assets/doc/science/stud-conf/30-lystopada-2023.pdf
https://www.nato.int/cps/en/natohq/who_is_who_167942.htm
https://Gromada.Group/News/Statti/Milyard-Dolariv-Na-Smislovu-Vijnu-Vorog-Cilit-U-Nashu-Identichnist
https://www.ispc.org.ua/wp-content/uploads/2023/11/Conference-proceedings-11-2023.pdf
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?I21DBN=LINK&P21DBN=UJRN&Z21ID=&S21REF=10&S21CNR=20&S21STN=1&S21FMT=ASP_meta&C21COM=S&2_S21P03=FILA=&2_S21STR=gileya_2016_105_55
http://dspace.pdpu.edu.ua/handle/123456789/9492
https://mfa.gov.ua/storage/app/sites/1/%D0%A1%D1%82%D1%80%D0%B0%D1%82%D0%B5%D0%B3%D1%96%D1%97/public-diplomacy-strategy.pdf
https://doi.org/10.24144/2788-6018.2023.05.32
https://doi.org/10.24144/2788-6018.2023.05.32
http://www.pravda.com.ua/articles/2015/03/31/7063251/
https://doi.org/10.32782/2663-6170/2022.30.17
https://doi.org/10.17721/2415-881x.2022.88.202-218
https://doi.org/10.24195/2414-9616.2022-2.10
https://doi.org/10.37750/2616-6798.2019.4(31).194721
https://doi.org/10.34079/2226-2830-2023-13-35-36-141-154
https://www.ispc.org.ua/wp-content/uploads/2023/11/Conference-proceedings-11-2023.pdf
https://www.ispc.org.ua/wp-content/uploads/2023/11/Conference-proceedings-11-2023.pdf

Verkhovtseva

Ukraine: Synergy of real and virtual (pp. 108-112). Lviv: Ivan Franko National University of Lviv.

[42] Ukraine is offered cyberdiplomacy. (2024). ZN,UA. Retrieved from https://zn.ua/ukr/UKRAINE /ukrajini-
proponujut-kiberdiplomatiju.html.

[43] Vashchenko, N. (2020). The main narratives of Russian propoganda as impact-generating issues in
terms of consciental war of Russia against Ukraine. Scientific Notes of Institute of Journalism, 1, 180-201.
doi: 10.17721/2522-1272.2020.76.15.

[44] Verkhovtseva L. (2023). Cooperatlon of local self—government bodles of Ukralne with European partners

agenda for Europe and the European Union: Reasons - directions - priority goals (pp. 18-26). Lviv-Olshtyn:
Publishing House of Lviv Polytechnic.

[45] Yakovenko, N., & Piskorska, G. (2018). Transformation of NATO public diplomacy. American History and Politics,
5,197-206.doi: 10.17721/2521-1706.2018.05.197-206.

[46] Yemets, V. (2023). Public diplomacy as a tool for forming image of Ukraine in the condition of full-scale war.
Bulletin of Lviv University. Philosophical and Political Studies, 46, 291-296. doi: 10.30970/PPS.2023.46.36.

[47] Zelenko, H. (Ed.). (2024). Fake Russia: Imitation of greatness and power. Nizhyn: Lysenko MM.

Kibepaunaomarina YKpaiHu y npoTuaii pocincbKii iHpopmauinHin arpecii

Ipuna BepxoBueBa

AOKTOp iCTOPUUHUX HAYK, AOLEHT

AepXaBHUN YHiBepcUTET iHGOpPMaLiMHO-KOMYHiIKaLiMHUX TEXHOAOTIM
03110, ByA. Conom’siHCbKa, 7, M. KuiB, YkpaiHa
https://orcid.org/0000-0002-5682-993X

AHoTaWif. [poTuaia Ykpainu indopmanuiinii arpecii Pocii Ha MiXkHapo/jHil apeHi micjs movaTky ii iHTepBeHji
B 2014 poui y [JloHeyuuHi, JlyraHuwuni, Kpumy 3 MeToo JuCKpeAuTalii BCbOI0 YKpPAiHCBKOrO 3yMOBHJIA
noilyK epeKTHBHUX IHCTPYMEHTIB 3 ypaxyBaHHAM iHTeHcubikalii npoueciB y ki6epnpocTtopi Ta ryiobasisanil
KoMyHiKkarii. MeTo0 po60TH 6YJ10 0OBECTH, 1110 OAHUM 3 epeKTUBHUX iHCTPYMEHTIB NpOTU/il YKpaiHU pociichbKil
iHpopmaniiiHiit arpecii aHTHYKpaiHCBKOTO XapaKTepy B MiXXHApOAHHX KOMYHikKalifix € kibepaumsioMarisa B 1i
nyo6/IiYHO-qUIIIOMAaTHYHOMY dopMaTi. MeToo/10Tis AoCTiIKeHHS BKJII0Ya/ia Habip 3araJibHOHaAyKOBUX METO/IiB
(s1orika, iHAY KIS, A VKIS, aHAJTI3, CAHTE3) Ta Cellia/li30BaHUX METO/[iB, TAKUX IK CTPYKTYPHO-PYHKIIIOHATbHUH,
TUIOJIOTIYHUNA, HApaTUBHUK MeTOJM Ta MeTOJ| y3arajbHeHHs. PeBouonis iHdopManifiHO-KOMyHIKa[iHHUX
TEXHOJIOTiA Ta KibepHeTH3alis ryobaspHoro iHdopmaninnoro noss 3 1980-x GopMyOTh HOBY peasbHICTb —
kibepnpocTip. Ik KOMyHiKaTHBHe cepe/loBHIle B My6JIiYHO-JUIIIOMAaTUYHUX NIPAKTHUKAX, BiH CYTTEBO BILJIMBAB
Ha KOMyHiKalilo ypsAiB 3 rpOMa/iCbKICTIO 3apy6iXKHUX KpalH 3 MeTOW BIJIMBY Ha iHO3eMHi ypsju 3aco6oM
MPOCYyBaHHS HalliOHaJIbHUX ieH, LiHHOCTEH, IHCTUTYTIB, KyJbTYPH, NOJITHK ¥ iHpOopMaLiiHOMY 1OJIi 11i1b0BOT
ayauTopil, 10 BIJIMBAE Ha iMipKk iep>kaBu yepes ii CHpUuHHATTSA 3apyO6i>KHO0 rPOMa/IChKICTIO. Y IIbOMY KOHTEKCT]
arpecuBHa noJitTuka Pociicbkoi @efepariii 3 onoporw Ha 3/[00yTKH iHGOpMaI[iiHOI enoXy MPoAeMOHCTPYBaJIa,
K aBTOPUTApHI KpaiHU MaHIiNy/I0Th CBiZjoMicTio stosed 1 popmyroTh BUrifHI iM nepekoHaHHs. 30KpeMa,
aHTUyKpaiHcbKa iHdopMaljiiiHa i/IbHICTD Ta MOMMPEHHS CBITOM HeNpaB/JUBUX HAPATHUBIB popMye HeraTUBHUU
imifpx Ykpainy, abu mifiipeaTy i Mi>kHapoJHUHM aBTOPUTET, 3araIbMyBaTH J0NoMOry 3axifiHoro cBiTy. Ykpaina Mae
aKTHUBHO NPOTHU/AISITH UM BOPOXKHMM HapaTHBaM y paMKax Mi>kHapoJHOTo KibeprnpocTopy, epeKTHBHHUM 3aC060M
4yoro € Kibepaumsomatis B i my6/iuHO-AuIIOMaTUYHOMY GOpMaTi, a OAHUM 3 IHCTPYMEHTIB — rpoMa/icbka/
HapoJHa JAUIJIOMAaTid i3 3aJyYeHHAM HAyKOBLIB, MOJITHUKIB, CTYAEHTCTBa, I'POMaJCbKOCTI Ta CTBOPEHHAM
MyJIbTUKaHaJbHUX MejiamiaTdopmM, e po3MilyBaTUMyThcs iHGopMaLiiiHi MaTepiaau BifnosifgHOro 3micty Ta
KOHTEHT NMPOCBITHUIIBKOTO XapaKTepy i3 BIJKPUTHUM JOCTYIIOM JiJIA aJipecaTiB iHO3eMHUX KpaiH iX MoBaMu. Y
acnekTi MPaKTUYHOI [[iHHOCTI pe3y/IbTaTH JOC/iPKEHHS CIyTyBaTUMYTh PO3p06JIEHHI0 ONTHMAIbHUX MO/Jeslel
yKpaiHcbKoi KibepaumniomaTii

KAou0BI cAOBa: pociiichka indopmariiina BitHa; gunmomatis; ny6ivHa JUIDIOMaTiA; KoMyHikanii y Kibepnpocropi;
rpoMaficbKa/HapoHa AUIIOMATisA
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